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Aceleración de Ataques a OT

2015
Ukraine:
Grid taken down 
for up to 6 hours

2017
Attack triggers 
150+ warning 
sirens across 
Dallas

2014
Germany:
Attackers damage 
smelter

2016
Ukraine:
Second Electric Grid 
Attack

2017
Hospitals, Factories
Impacted by 
Wannacry 
Ransomware

2014
US:
Paper Mill 
damaged remotely 
by former worker

2017
Malware used 
in 2016 Ukraine 
attack found to 
have ICS unique 
modules

Evoluciónde los Ataques
Å AtaquesIT en puntosde entrada
Å Brechasde IDMZ 
Å Tools de ataqueespecíficaspara OT m



Search Engine for IoT Devices
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Panorama en Latinoamerica



2016



2016



Å Real-Time Control

Å Fast Convergence

Å Traffic Segmentation and 
Management

Å Ease of Use

Å Site Operations and Control

Å Multi-Service Networks

Å Network and Security 
Management

Å Routing

Å Application and Data share

Å Access Control

Å Malware Protection

Å Enterprise/IT Integration

Å Collaboration

Å Wireless

Å Application Optimization
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Qué hacer? NERC-CIP v5



Los Riesgos por Sector



Title



Title

LERC ïLow Impact External Routable Connectivity



Vulnerabilidades

Å Equipos sin funciones de Seguridad

Å Diseño de red sin Seguridad

Å Servicios innecesarios levantados

Å Falta de integración Seguridad Física y Seguridad Lógica

Å Insuficiente Auditoria y Monitoreo

Å Falta de Autenticación/Autorización para las HMI

Å Conocimiento de Normas y Ciberseguridad
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Passive/Active Hybrid
PLC/RTU ConfigManagement

Passive/Active Hybrid
IDS, Zone enforcement, appcontrol, Malware protection, etc.

Active
IPS, Firewall, malware protection, etc.

Active
IPS, Firewall, app. control, web content, malware protection, etc.
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