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Aceleracion de Ataques a OT

02014 O 2015 O 2017 Q 2017
us: Ukraine: Attack triggers Malware used
Paper Mill Grid taken down 150+ warning in 2016 Ukraine
damaged remotely for up to 6 hours sirens across attack found to
by former worker Dallas have ICS unique
modules
2014 2016 2017
Germany: Ukraine: Hospitals, Factories
Attackersdamage Second Electric Grid Impacted by
smelter Attack Wannacry
Ransomware
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Evoluciorde losAtaques

A AtagquesiTen puntosde entrada

A Brechagle IDMZ

A Tools deataqueespecificapara OT




Search Engine for loT Devices

The search engine for Power Plants

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account

Explore the Internet of Things See the Big Picture

Use Shodan to discover which of your devices are connected to the Internet, Websites are just one part of the Internet. There are power plants, Smart TVs,
where they are located and who is using them refrigerators and much more that can be found with Shodan!

Monitor Network Security Get a Competitive Advantage

Keep track of all the computers on your network that are directly accessible Who is using your product? Where are they located? Use Shodan to perform
from the Internet. Shodan lets you understand your digital footprint empirical market intelligence
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Panorama en Latinoamerica
Top 10 business risks by region in 2017: Americas
Top 10 business risks 2016 Rank  Trend
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4 Market developments (volatility, intensified competition/new 26% 4 (355
entrants, M&A, market stagnation, market fluctuation) B
s U'bangeg in Ieglglat|ﬂn and rggu_launn (government change, - 5 (28%)
eCoNomic sanctions, protectionism, etc.)
6 Fire, explosion 15% b (25%) -
L] Macroeconomic developments (austerity programs,
AI l I an z @ ! commoadity price increase, deflation, inflation) 15% il -
8 Loss of reputation or brand value 14% b (25%) v
9 New technologies (e.g impact of increasing interconnectivity, 12% NEW -

nanotechnology, artificial intelligence, 3D printing, drones, etc.)
10  Theft, fraud, corruption 12% 9 (20%) v
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2016

BID

Mejorando vidas

Paolitica y estrategia

Estrategia nacional de seguridad
cibemética ofidal o documentada
Desarrollo de la estrategia
Organizacidn

Corntenido

Defensa cibernética
Estrategia
Organizacidn
Coordinacidn

Cultura y sodedad

Mentalidad de seguridad cibernética
En el gobiamo

En el sector privado
En la sociedad

Conciencia de seguridad cibernéfica
Sensibilizacidn

Confianza en &l uso de Internet
En los servicios en Unea

En el gobiemo electrénicn

En el comercio electrdnico

Privacidad en linea
MNarmas de privacidad
Privacidad del empleado

Sa
[,
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Marcos legales

Marcos juridicos de seguridad cibemética
Para la seguridad de las TIC
Privaddad, proteccidn de datos

Derecho sustantivo de delincuencia cibemética

Derecho procesal de delincuenca cibemética

Investigacidn juridica
Curnplimiento de la Ley

La fiscalla
Tribunales

Divulgacidn responsable de La informacidn
Civulgacidn responsable de la informacidn

Adhesitn a las normas

COrganizaciones de coordinacidn
de seguridad cibemética

Respuesta a incidentes
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2016 Educacion

Disponibllidad naclonal de la educacién
y formaclén clbernéticas

Educacian
Farmacian
Desarrolle naclonal de la educacién

de seguridad clbernética
Desarrollo nacional de la educacian

de seguridad cibernética

Formaclén e Iniclativas educativas
piblicas y privadas

Capacitacion de empleados en seguridad
cibernética

Gobemanza corporatlva, conocimiento y normas
Comprension de la seguridad cibernética
por parte de empresas privadas y estatales

BID

Mejorando vidas

Reslliencla de la Infraestructura naclonal

Proteccitn de la Infraestructura Critlca Maclonal (ICN)

Gestidn de crisis

Redundancia digital

Mercado de la clberseguridad
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Arquitectura Industrial T Modelo ISA99/ISA95

Web Apps DNS

FTP

Patch Management

Terminal Services

Application Mirror
AV Server

Factory Talk
Application and
Service Platform

Firewall
(Active)

Gbps Link
for Failover
Detection

Switches L3

Firewall
(Standby)

Flow Sensor

Servers

Basic Control

/10 Controller / HMI
EIE

N

Sensor

H

Material
Handling

Machines |

Industrial Demilitarized

Network
Services

Process

Enterprise Network
Levels 4i 5

Zone
(IDMZ) Firewalls

Manufacturing Zone
Level 3
Distribution and Core

Cell/Area Zone
Levels Oi 2
Layer 2 Access
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Enterprise/IT Integration
Collaboration

Wireless

Application Optimization

Application and Data share
Access Control
Malware Protection

Site Operations and Control
Multi-Service Networks

Network and Security
Management

Routing

Real-Time Control
Fast Convergence

Traffic Segmentation and
Management

Ease of Use



Que Hacer? — NERC/CIP v5

R1

R2

R3

R4

R5

CIP-003-5 Security Management Controls
CIP-004-5.1 Personnel and Training

P-00 » =

P-006 [ =

P-00 am Se anage
CIP-008-5 Incident Reporting and Response

Planning

CIP-009-5 Recovery Plans

CIP-011-1

CIP-010-1 Config Change Mgmt and VA

Information Protection




NERC/CIP v6-
New CIP v6 Standards

= CIP-003-6 Security Manageme
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LERC T Low Impact External Routable Connectivity
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Vulnerabilidades

A Equipos sin funciones de Seguridad

A Disefio de red sin Seguridad

A Servicios innecesarios levantados

A Falta de integracion Seguridad Fisica y Seguridad Légica
A Insuficiente Auditoria y Monitoreo

A Falta de Autenticacion/Autorizaciéon para las HMI

A Conocimiento de Normas y Ciberseguridad
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Arquitectura Industrial T Modelo ISA99/ISA95

Enterprise/IT Integration
Enterprise Network Collaboration
Levels 47 5 Wireless
Application Optimization

Industrial Demilitarized A Application and Data share
Zone A Access Control
(IDMZ) Firewalls Malware Protection

Site Operations and Control
Manufacturing Zone Multi-Service Networks

__Level3 Network and Security
Distribution and Core Management

Routing

Real-Time Control

Cell/Area Zone Fast Convergence
Levels Oi 2 Traffic Segmentation and
Layer 2 Access Management

Ease of Use
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I\/Iecanismos de Seguridad-actios

Internet ‘ A Enterprise/IT Integration
Enterprise Network A Collaboration
Levels 4i 5 A Wireless
. . . A Application Optimization
Web Apps DN
] Industrial Demilitarized A Application and Data share

Patch Management
Terminal Services ‘ a
Application Mirror 4 54

AV Server N GFW for Failover

- , Detection

Zone A Access Control
(IDMZ) Firewalls Malware Protection

b

Site Operations and Control
Multi-Service Networks

Network and Security
Management

Routing

Switches L3
Factory Talk

Application and
Service Platform
Servers

Manufacturing Zone
Level 3
Distribution and Core

ST S S

Network
Services

¢ A Real-Time Control
Machines Cell/Area Zone A Fast Convergence
Levels 0i 2 A Traffic Segmentation and
\ Layer 2 Access Management
A Ease of Use
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110 Controller / HMI  Sensor Handling
PLC



Mecanismos de Seguridad-rasivos

Plant Wi-Fi Network | Plant DMZ s 3 Plant IT Network ide Area
S o S Network
5D v Wl =l o | N
OO0 B8 8 s Wireless  Location . :
7 ' Controller Engine

Plant Floor

Enterprise :

Internet

Wireless Sensor J Cell/Area

Network - J Automation and
x Ogmml Devices
o "! m

" _~Bensor Mesh
. W " Network ) Customers
W

J and Partners
Ethaenot—

\ J, Remote

Wireless, Video
and Voice Servers

Teleworkers/







