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2020 Cambid Todo ...

La forma en la que trabajamos esta cambiando

Dispositivos llimitados Servicios Cloud Fuerza de Trabajo Distribuida



Realidad de Riesgos en la Actualidad

Mayor superficie de ataque

Realidad Multi-cloud

., . Un mundo “software-defined”
Operacion Continua

Se debe mantener el negocio

corriendo Amenazas sofisticadas

y automatizadas

Trabajadores se conectan
desde cualquier lado

Pérdida de control




Panorama de ataques

Advanced Persistent Threats ) en ConStante eVOI UC|én

CRansomware)
Unpatched Software
Data/IP Theft
( Spyware/Malware )

Malvertising
Wiper Attacks

( Drive by Downloads
Phishing
Rogue Software
( Man in the Middle )

( Credential compromise )
Cryptomining



Imposiblemente
Complejo



Demasiadas Alertas ...

56%

investigadas

" 51%

Remediadas

Fuente: Cisco Annual CyberSecurity Reporte 2018



Muy poca confianza ...

81%

De las brechas se
basan en passwords
robadas o débiles
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COVID-19: Impacto en Cyberseguridad
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Malicious Malware/ Phishing/ Fake
domains Ransomware Scam/ news
Fraud

Fuente: Interpol COVID-19 CyberCrime Report Aug 2020



Hacia una Seguridad mas Potenciada

(7

Mejor defensa contra Visibilidad y Control de Mejorar la preparacion y
malware and ransomware Quién entra en la Red respuesta para las Brechas
T
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Mejor seguridad para el Defender el Data Center Acelerar las Operaciones de

borde de la red Moderno Seguridad



El mercado de Seguridad ... esta cambiando

SASE /ero Trust XDR
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Digitalizacion de la Industria vs. Superficie de Ataque

HOY

Sistemas automatismo tradicionales

Energia, Manufactura,
Transporte, Procesos Industriales

£
o %

MANANA
Internet de las Cosas (loT) Industrial

SMART GRIDS INDUSTRIA 4 0 SMART CITIES

DISPOSITIVOS DISTRIBUIDOS
EDIFICIOS INTELIGENTE



Desafios de Cyberseguridad en OT

Falta Skills Amenazas Crecientes Compliance
Como desarrollar las tareas de 53% de las compafiias Restricciones regulatorias
Cybersguridad en OT con el industriales han sufrido (NERC CIP, EU-NISIEC
staff de IT y OT existente? cyber-ataques. 104, IEC 101 over IP,
Estamos preparados? DNP3, IEC 61850 (MMS,

Goose), C31.118, DLMS /
COSEM, Bacnet,
Ethercat, OPC-DA, OPC-
UA,
OPC-EA..)
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Agility

Convergencia segura de
OT & IT que permita los
beneficios de la
digitalizacion de la
Industria
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Modelo de Purdue CONATEL

Internet / Cloud

Corporate IT
IT Stack Traditional networking environment where
Cisco is a market leader

Control Layer
e.g. Workstations, Historians, Logic Controllers

“Things”
Factory / e.g. Sensors, Motors, Robots, Heart Rate Monitor,
Utilities + Transformer, Water Meter
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Falta Visibilidad Dispositivos OT

Mayoria de las organizaciones Ciegos ante la Comunicacion
no tienen un Inventario de entre elementos
activos preciso

Equipamiento de ICS desplegado durante

55% tienen poca o ninguna confianza en que - : - : _
afos sin una politica estricta de seguridad

conocen todos los dispositivos que tienen en
la red




Pilares Cyber Seguridad en OT

ICS Visibility
Asset Inventory

Communication Patterns
Device Vulnerability

Operational Insights

Identify configuration changes

Record control system events
relevant to the integrity of the system
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Threat Detection

Behavioral Anomaly Detection
Signature based IDS
Real-time alerting
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Visibilidad
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Conocimiento Operativo

Detalle de activos

Mapas de comunicaciones

Cambios en PLCs

Acceso a variables

Variables accesses

Variable
>M20

VM2l

> M80
> M8l

>M82

Component

Eﬂlﬂ] SIMATIC 300(1)

7 192.168.0.1
B Addtogroup [(3) Create group

(C- 00:0e:8c:84:5b:a6

@ Basics @ Security A Activity
Properties Tags
Properties

Vendor-Name: Siemens AG A&D ET

Ref GES7 315-2EH13-8ABO

S C-VIR5834720@7

= STMATIC 380(1)

Types. Accessed by
READ 2 components (2 accesses)
READ 2 components (2 accesses)
READ Siemens 192.168.0.10
READ SENTRYO-XP-1
READ 2 components (2 accesses)

2 components (2 accesses)

2 components (2 accesses)

Firs
B Apr 6, 2017 11:29:22 PM

Lastac
E May 26,2019 12:21:13
AM

& Automation

Firstaccess

Apr6,2017 11:29:22 PM
Apr 6,2017 11:29:22PM
Apr 6,2017 11:29:22 PM
Apr 6,2017 11:29:22 PM
Apr6,2017 11:29:22 PM
Apr 6,2017 11:29:22PM

Apr 6,2017 11:29:22 PM

CONATEL

@ ReadVar, - BLC

v LEGEND
Manuf IO Manuf - Scada & HMI
| 1= | | 1
STATION-WINCC IMI51-3PN ENTRYO-XP-1
57-Bootlo: £ Boot \
siemens) SIEMENS
dor:Siemens AG Af ‘ .
ef658d Slemens 192 1680 10

6ES7 315-2E ‘

$7-Rack:e ‘

Vendorip: Siemen g

sn.«7|c o) \
Sl e

SENTRYO-SIMATI(Profinet DCP Multicast 00 0

riainumber:s C-V|

ay

13

10451255

Last access.

May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM

May 26,2019 12:21:23 AM
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|dentificacidon de Vulnerabilidades

Component

@ Basics

Vulnerabilities

SIMATIC 300(1)
P:192168.0.1

«C-00:0e:8c:84:5b:a6 ty
B Jun20, 20191202118 M

® Read var, #PLC

B Addtogroup (3 Creategroup

@ Security A Activity & Automation

Credentials

Vulnerabilities

m!
L

[[] Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability

Several industrial products are affected by a vulnerability that could allow remote attackers to conduct a Denial-of-

Service (Dos) attack.

Solution

Siemens has released updates for several affected products, and recommends that customers update to the new version.

Siemens is preparing further updates and recommends specific countermeasures until patches are availzble.
November 23,2017

~ April 6,2017

f (6ES7 315-2EH1

m

Links
Siemens Security Advisory

SIMATIC 57-300 and 57-400 CPUs Denial of Service and Disclosure Vul

Successful exploitation of these vulnerabilities could lead to a denial-of-service condition or result in credential
disclosure.

Solution
Siemens provides firmware version V3.X.14 for §7-300 CPUs that resolves CVE-2016-9158.
December 16,2016

n April 6,2017

ef (6ES7 315-2EH13-0AR0)

Links

www.siemens.com

fes-cert.us-cert.gov
www.securityfocus.com

Multiple Denial of Service Vulnerabilities on Siemens devices using the PROFINET Discovery and
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score CVSS

Access Vector: Network
Access Complexity: Low
Authentication: None Required
confidentiality impact: None
Integrity inpact: None
Availability impact: Complete

7.8

score CVSS

Access Vector: Network
Access Complexity: Low
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Acknowledge?

OK
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Colaboracion IT-OT Vital para Seguridad en ICS
Drives best practices
Fights cyber attacks
Cyb ity skill Industrial Industrial kill
ybersecurity skills I naustrial process skills
Network hygiene Network Operational events context

Traffic

Asset criticality levels

Security policies IT
Equipment configuration

Detection & Remediation

Ensures production continuity
Defines behavioral baselines
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gviar@conatel.com.uy



